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Introducing
Beazley Breach
Response

Not “if” but “when.

Essentially, a data breach event is not a question
of what if? The only question is when? Information
exposures are difficult to control and are subject
to many different types of loss events. In 2009,
healthcare organizations account for 13.1% of data
breaches (26.1% as of mid-April 2010) catalogued
by the Identity Theft Resource Center.

Regulators have also been taking a growing interest
in protecting patients. Under the new Health
insurance Portability and Accountability Act (HIPAA)
regulations, breaches must be notified that pose
*a significant risk of financial, reputational or other
harm” to the individuals affected. The potential

for financial harm usually arises when certain types
of information are lost or stolen together.

Incidents:

Improper disposal - Over 3,000 individuals were
notified of a breach stemming from improperly
discarded documents in a recycling bin behind the
office’s headquarters. Patient data included names,
addresses, dates of pirth, social security numbers,
income levels and other health related information. *

Office break-in — A break-in occurred at a medical
plaza. Many individuals reported suspicious activily
on their credit reports despite an inability of the
medical plaza to determine which of the over
31,000 records were compromised. !

Stolen computer equipment — Tapes containing patient
information were stolen in transit to an off-site storage
facility. Data included social security numbers and
health insurance information of over 100,000 patients. *

Hacking - A hacker infiltrated a computer server
containing personal data, including social security
numbers, of over 163,000 patients. *

Lost device — Qver 68,000 individuals were notified
after an electronic device went missing in the mail.
The device contained claim data including name,
home address, date of birth, social security number
and medical history of each member. *

Data security breaches and compromises of customer
and employee data continue to be reported at a high
frequency. When a breach occurs, your client needs to
be ready to respond quickly and effectively to mitigate
its exposure to brand damage and legal liability.

Current insurance products often provide an
inadeguate solution to the unique challenges posed
by data breaches.

Beaziey, a leading insurer of technology and
information security risks, has developed Beazley
Breach Response, a solution to privacy breaches
and information security exposures tailored to the
needs of healthcare organizations.

Beazley Breach Response is a complete privacy
breach response management and information
security insurance solution which includes breach
response coverage for breaches affecting up to
4,000,000 individuais and low per incident retentions.

Beazley Breach Response is unique in offering

a turn-key solution to data breaches — a solution
provided with a separate limit of coverage that
does not erode the third party liability coverage
and is available to most healtchare organizations
with revenues under $3 billion.
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1 http://www.idtheftcenter.org




For more information go to
www.beazley.com/hreachresponse

Coverage summary
Privacy breach response services

Provided in the event of an actual or suspected
hreach of personally identifiable information,
and includes the following:

-

Forensic and legal assistance from a panel of
experts to help determine the extent of the breach
and the steps needed to comply with applicable laws

Notification to persons who must be notified
under applicable law

Each notified individual will receive an offer for
12 months of free 3-bureau credit monitoring
by TransUnion Interactive

Identify theft-related fraud resolution services
through TransUnion for individuais enrolled in credit
monitoring who become victims of identity theft

For organizations required to comply with the Health
Insurance Portability and Accountability Act {HIPAA),
coverage specifically extends te theft, loss or
unauthorized disclosure of information held by
husiness associates as defined by HIPAA

A free loss control information service is provided
with each policy. Includes compliance and breach
response information, email alerts of key legal and
regulatory developments, and expert on-line support
for client questions on data security issues,

Crisis management

= Crisis management insuring agreement and
sublimit pay for services such as public relations
and extraordinary notification expenses for breaches
where no fegal notification reguirement exists

¢ Limits up to $250,000 for crisis management
and public relations.

Limnit of coverage and retentions

* The limit of coverage is four million notified
individuals per policy period. Other limit options
are available and may be provided

« Flexible limits up to $1,000,000 for forensic
expenses to determine the existence and scope
of a breach

* Fraud resolution limits up to 20,000 identity theft
cases per policy

= A sublimit of $1,000,000 for foreign notifications

< A key feature of privacy breach response services
is that they are provided with low per incident
retentions starting as low as $10,000.
Credit monitoring services start at breaches
aver 100 or 250 notified individuals, depending
on compary size.
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Third party liability coverage includes the following:

Information security & privacy coverage

* For theft, loss or unauthorized disclosure of personally
identifiable or third party corporate information

* For unauthorized access, theft of or destruction
of data, denial of service attacks and virus
transmission involving the insured's computer
systems resulting from computer security breaches

* For failure to comply with the insured's own
privacy policies

+ For failure to administer an identity theft prevention
program required by law or to take steps to prevent
phishing or identity theft.

Regulatory defense and penalties

* Coverage for costs associated with response to
a regulatory proceeding resulting from an alleged
violation of privacy law causing a security breach.

Website media content Hability

* Coverage for personal injury, and trademark and
copyright claims arising out of electronic content
displayed on the insured’s website

*« Coverage available for offline media as well,

First party coverages are available via endorsement,
with limits of up to $10 million.

Third party liability limits of up to $15 million available.
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The descriptions contained in this communication are for
preliminary informational purposes anly. The palicy, predominantly
written on a non-admitted basis through Beaziey's syndicates

at Lloyd's through licensed surplus lines brokers, may also be
available through Beazley Insurance Compary, Inc. on admitted
paper in select jurisdictions. The exact coverage afforded by

the products described herein is subject to and governed by

the terms and conditions of each policy issued. The publication
and delivery of the information contained herein is not intended
as a solicitation for the purchase of insurance on any US risk.
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